HWS Virtual Private Network Configuration and Setup
Windows XP Professional 12/13/2006

We suggest not using the Virtual Private Network (VPN) connection for intensive Internet
browsing such as streaming audio/video or downloading large amounts of data. The
connection supports mainly access to the HWS network drives.

Note: Using a VPN connection means slightly longer loading and saving times for files on all
network drives. Internet browsing is also slower, including the viewing/download of large files.

Before Connecting via VPN

To activate the Windows firewall:

To set up Windows XP Professional for VPN:
Using VPN with Windows XP Professional

To connect to VPN:

Before Connecting via VPN

1. Before setting up a Virtual Private Network connection, you must contact the IT
Services help desk for an account

2. Be sure you have anti-virus software installed

e Ifyou are using a Colleges-owned computer, anti-virus software is installed
e For your personal computer, please purchase a copy and install it

3. We recommend that you activate the Windows firewall (see instructions below)

To activate the Windows firewall:
1. On your desktop, click Start > Control Panel LAN or High-Speed Internet

2. Double-click Network and Internet Connections

3. Under LAN for High-Speed Internet, right-click Local Area

Connection Status

Yirtual P

4. Click Properties 1
L Create Shortout
HWS WE
E—

< Local Area Connection Properties

5. On the Advanced tab, check Protect my | General | Authentication | Advanced
computer and network by limiting or

preventing access to this computer

from the Internet . [w]:Protect my computer and network, by Tmiting or preventlng
:access bo this computer from the Internet :

Internet Connection Firewall

6. Click OK Learm more about lnternet Connection Firewall
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To set up Windows XP Professional for VPN:

1. On your desktop, click Start > Control Panel
2. Click Network Connections
3. Under Network Tasks, click Create a new connection

= . ,. =
L =N WO GonNeCHDNE

le Edit View Favorites Tools

QBack v g ? JF- ! 58

fiddress | &8 Network Connections

I-Ll ICreate a new conneckion I

4 Change Windows Firewal
setkings

4. On the New Connection Wizard, click | WEw Gonnestion Wizar

Nex ;
ext Welcome to the New Connection
Wizard
This wizard helps you;

* Connect to the Internet.

* Connect to a private netwark, such az your workplace
network.

nect bo a wireless network, view
=8

To continue, click Nest,

I[ Mest » ]H Cancel

5. Select Connect to the network | Ew ConnectioniWizard

at my workplace Network Connection Type
What do you want to do?
6. Click Next

(_) Connect to the Intemet
Connect to the Intermet o you can browse the YWeb and read email.

(3)Connect to the network at my workplace

Caonnect to a business network [using dial-up or WPM] 20 vou can wark from home,
a field office, or anather location,

(") Set up an advanced connection

Cannect directly to another computer uzing wour zerial, parallel, or infrared port, or
zet up thiz computer 2o that other computers can connect to it
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7. Select Virtual Private Network
connection

8. Click Next

9. Name the connection HWS VPN

10. Click Next

| I EWALEOTT B DT el
|

MNetwork Connection
How do pou want to connect to the network at vour workplace?

Create the following connection:

() Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwork [ISDM] phone line.

(#)¥irtual Private Network connection

Lonnect to the network using a witual private network (YPMH] connection over the
Internet.

< Back ][ Mest » ]“ Cancel
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Connection Mame
Specify a name for this connection to your workplace.

Type a name far this connection in the follawing bos.

Company Mame

Hiw'S WPN|

For example, vou could tepe the name of your workplace or the name of a server pou
will contect ta.

< Back ][ Mest » "l Cancel
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11.Select Do not dial the initial
connection

12.Click Next

13.Enter the IP address
UHURA.HWS.EDU

14.Click Next

| I EWALEOTT B DT el
|

Public Network
Windows can make sure the public network is connected first,

YWindows can automatically dial the initial connection to the Internet or ather public
network, before establizhing the virtual connection,

(®)illo not dial the nitial connection.;

() Automatically dial this initial connection:

< Back ][ Mest » ]ll Cancel
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VPN Server Selection
What is the name or address of the WPM sarver?

Type the hast name or Interet Pratocal [IP) address of the computer to which you are
connecting.

Huost name or IP address [for exanple, microzoft.com or 157.54.0.1 J:

UHURA HwS.EDU

< Back ][ Mest » ”l Cancel
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-

15.Select who will use the

i C e el ]

connection ) -
. y Connection Availability
o C hOO Sl ng Anyo ne's use You can make the new connection available to any uzer or only to vourself.
allows everyone using your
com pUte r to use the VPN A connection that i created for pour uze only iz saved in your uzer account and is not
connect iO n available unless pou are logged on.
° Choosing My use Only will Create this connection far:
restrict the connection to you O Arpone’s use

16.Click Next

< Back " Mest » "l Cancel

17.When completing the new
connection setup, check Add a

shortcut to this connection to qump'gti“g the New Connection
1Zalb”

[ Flzid Cze el Wl

my desktop

You have successfully completed the steps needed to
create the following connection:

HWS YPN

18.Click Finish

The connection will be zaved in the Metwork
Connections falder.

|i§-.dd a shorbcut to this connection bo my desktop

To create the connection and cloze this wizard, click Finish.

< Back ][ Firizh ]l Cancel
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Using VPN with Windows XP Professional
To connect to VPN:

1. Connect to the Internet

2. Open the VPN connection window Connect HWS VPN Jﬂi

e Double-click the HWS VPN shortcut on the
desktop
e (Go to Start > Connect to > HWS VPN

3. Enter your HWS username and password

Note: For greater security, we suggest not to
check “Save this user name and password for
the following users”.

4. Click Connect

When the connection has been established,
the connection window will minimize and you
are connected to the HWS network. It may take
up to one minute for the connection to be fully
established over a high-speed internet
connection.
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zer name: | DOLITUSETHANE

PaSSWD[d: ............|

[] Save this user name and passward for the fallowing users:

" Connect J“ Cancel ][ Properties ”

Help
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